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Preamble

Chapter I – General provisions

Article 1 – Object and purpose

th



Article 2 – Definitions

a. “personal data” means any information relating to an  identified or identifiable individual (“data subject”);

b. “data processing” means any operation or set of operations performed on personal data, such as the collection,

storage, preservation, alteration, retrieval, disclosure, making available, erasure, or destruction of, or the carrying out of

logical and/or arithmetical operations on such data;

c. Where automated processing is not used, “data processing” means an operation or set of operations performed

upon personal data within a structured set of such data which are accessible or retrievable according to specific criteria;

d. “controller” means the natural or legal person, public authority, service, agency or any other body which, alone or

jointly with others, has decision-making power with respect to data processing;

e. “recipient” means a natural or legal person, public authority, service, agency or any other body to whom data are

disclosed or made available;

f. “processor” means a natural or legal person, public authority, service, agency or any other body which processes

personal data on behalf of the controller.

Article 3 – Scope

Chapter II – Basic principles for the protection of personal data

Article 4 – Duties of the Parties

Article 5 – Legitimacy of data processing and quality of data   



a. processed fairly and in a transparent manner;

b. collected for explicit, specified and legitimate purposes and not processed in a way incompatible with those

purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or

statistical purposes is, subject to appropriate safeguards, compatible with those purposes;

c. adequate, relevant and not excessive in relation to the purposes for which they are processed;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of data subjects for no longer than is necessary for the purposes

for which those data are processed.

Article 6 – Special categories of data 

Article 7 – Data security

Article 8 – Transparency of processing



Article 9 – Rights of the data subject

a. not to be subject to a decision significantly affecting him or her based solely on an automated processing of data

without having his or her views taken into consideration;

b. to obtain, on request, at reasonable intervals and without excessive delay or expense, confirmation of the

processing of personal data relating to him or her, the communication in an intelligible form of the data processed, all

available information on their origin, on the preservation period as well as any other information that the controller is

required to provide in order to ensure the transparency of processing in accordance with Article 8, paragraph 1;

d. to object at any time, on grounds relating to his or her situation, to the  processing of personal data concerning him

or her unless the controller demonstrates legitimate grounds for the processing which override his or her interests or rights

and fundamental freedoms;

e. to obtain, on request, free of charge and without excessive delay, rectification or erasure, as the case may be, of

such data if these are being, or have been, processed contrary to the  provisions of this Convention;

f. to have a remedy under Article 12 where his or her rights under this Convention have been violated;

g. to benefit, whatever his or her nationality or residence, from the assistance of a supervisory authority within the

meaning of Article 15, in exercising his or her rights under this Convention.

2.         Paragraph 1.a shall not apply if the decision is authorised by a law to which the controller is subject and which also

lays down suitable measures to safeguard the data subject's rights, freedoms and legitimate interests.

Article 10 – Additional obligations



Article 11 – Exceptions and restrictions

b.         the protection of the data subject or the rights and fundamental freedoms of others, notably freedom of expression.

Article 12 – Sanctions and remedies

Article 13 – Extended protection



Chapter III – Transborder flows of personal data

Article 14 – Transborder flows of personal data

a. the law of that State or international organisation, including the applicable international treaties or agreements; or

b. ad hoc or approved standardised safeguards provided by legally-binding and enforceable instruments adopted and

implemented by the persons involved in the transfer and further processing.

a. the data subject has given explicit, specific and free consent, after being informed of risks arising in the absence of

appropriate safeguards; or

b. the specific interests of the data subject require it in the particular case; or 

c. prevailing legitimate interests, in particular important public interests, are provided for by law and such transfer

constitutes a necessary and proportionate measure in a democratic society; or

d. it constitutes a necessary and proportionate measure in a democratic society for freedom of expression.

Chapter IV – Supervisory authorities

Article 15 – Supervisory authorities



a. shall have powers of investigation and intervention;

b. shall perform the functions relating to transfers of data provided for under Article 14, notably the approval of

standardised safeguards;

c. shall have powers to issue decisions with respect to violations of the provisions of this Convention and may, in

particular, impose administrative sanctions; 

d. shall have the power to engage in legal proceedings or to bring to the attention of the competent judicial authorities

violations of the provisions of this Convention;

e. shall promote:

i.          public awareness of their functions and powers as well as their activities;

ii.         public awareness of the rights of data subjects and the exercise of such rights;

iii.         awareness of controllers and processors of their responsibilities under this Convention;

specific attention shall be given to the data protection rights of children and other vulnerable individuals.

      

Chapter V – Co-operation and mutual assistance

Article 16 – Designation of supervisory authorities

a. each Party shall designate one or more supervisory authorities within the meaning of Article 15 of this Convention,

the name and address of each of which it shall communicate to the Secretary General of the Council of Europe;



b. each Party which has designated more than one supervisory authority shall specify the competence of each

authority in its communication referred to in the previous littera.

Article 17 – Forms of co-operation

Article 18 – Assistance to data subjects

inter alia

a. the name, address and any other relevant particulars identifying the data subject making the request;

b. the processing to which the request pertains, or its controller;

c. the purpose of the request.

Article 19 – Safeguards

Article 20 – Refusal of requests

a. the request is not compatible with its powers;

b. the request does not comply with the provisions of this Convention;

c. compliance with the request would be incompatible with the sovereignty, national security or public order of the



Party by which it was designated, or with the rights and fundamental freedoms of individuals under the jurisdiction of that

Party.

Article 21 – Costs and procedures

Chapter VI – Convention Committee

Article 22 – Composition of the committee

Article 23 – Functions of the committee

a. may make recommendations with a view to facilitating or improving the application of the Convention;

b. may make proposals for amendment of this Convention in accordance with Article 25;

c. shall formulate its opinion on any proposal for amendment of this Convention which is referred to it in accordance

with Article 25, paragraph 3;

d. may express an opinion on any question concerning the interpretation or application of this Convention;

e. shall prepare, before any new accession to the Convention, an opinion for the Committee of Ministers relating to

the level of personal data protection of the candidate for accession and, where necessary, recommend measures to take

to reach compliance with the provisions of this Convention;

f. may, at the request of a State or an international organisation, evaluate whether the level of personal data

protection the former provides is in compliance with the provisions of this Convention and, where necessary, recommend

measures to be taken to reach such compliance;

g. may develop or approve models of standardised safeguards referred to in Article 14;



h. shall review the implementation of this Convention by the Parties and recommend measures to be taken in the

case where a Party is not in compliance with this Convention;

i. shall facilitate, where necessary, the friendly settlement of all difficulties related to the application of this

Convention.

Article 24 – Procedure

Chapter VII – Amendments

Article 25 – Amendments



Chapter VIII – Final clauses

Article 26 – Entry into force

Article 27 – Accession by non-member States or international organisations

Article 28 – Territorial clause



Article 29 – Reservations

Article 30 – Denunciation

Article 31 – Notifications

a. any signature;

b. the deposit of any instrument of ratification, acceptance, approval or accession;

c. any date of entry into force of this Convention in accordance with Articles 26, 27 and 28;

d. any other act, notification or communication relating to this Convention.

Appendix to the Protocol: Elements for the Rules of Procedure of the Convention
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